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EXECUTIVE SUMMARY

Mobile network operators (MNOs) now face a decisive
network automation inflection point. Rule-based
automation and machine learning (ML) tools have
improved efficiency and enabled networks to become
partially or conditionally autonomous, characterised by
automated tasks in isolated domains, AlI/ML assisting
human decision making and humans in the loop at
least for approvals. However, the current situation
remains insufficient to effectively and efficiently
automate dynamic, cross-domain high-value use cases,
given the growing complexity of mobile networks and
high expectations regarding customer experience.
The next major target in our industry is Level 4
autonomy as per TM Forum [7] where networks
are highly autonomous through proactive, within-
domain and cross-domain intent-driven operations
requiring minimal human intervention while enabling
automated decision making, self-optimisation,
self-healing and self-management.

This vision appears increasingly achievable through
the rapid progress being made with generative Al,
the growing capabilities of large and small language
models (LLMs, SLMs), and the increasing effectiveness
of collaborating Al agents. They interpret intent,
reason over network and service context, plan,
delegate tasks across agents, invoke existing tools and
controllers, validate actions, coordinate recovery or
optimisation across network domains and learn and
adapt. Early forms of such multi-agent systems are
already feasible today and are increasingly supported
by a rapidly evolving ecosystem of Al agent platforms,
frameworks and infrastructure.

While this NGMN publication positions Agentic Al
as a foundational enabler of network automation
in autonomous mobile networks, it highlights that
achieving this vision requires much more than the
technologies currently attracting the greatest industry
attention, such as LLMs and Al agents.

First, Agentic Al is expected to complement and
interact with rather than replace existing automation
assets. Second, without reliable, comprehensive,
complementary software support systems that enable
governance, trust, policy adherence, observability,
explainability, operational safety, determinism,

assurance, security and cost control, the vision is neither
achievable nor sustainable for network operators. In
addition, automation with Agentic Al is only feasible at
scale if interoperability is supported by suitable standards
for agentic communication.

In this publication, the vision is motivated and then
exemplified using three illustrative high-value scenarios.
For decision makers, this complexity is reduced through
an operator-centred reference framework that identifies
the core capabilities, functions and enablers required for
network automation with Agentic Al. From an exemplary
gap analysis across the industry the publication derives
important considerations for the whole ecosystem including
standards organisations.

The strategic conclusion is clear: commercial-scale
adoption will depend less on aspects like individual
Al model capability than on ecosystem alignment, reduction
of fragmentation risks and readiness of support systems for
Agentic Al. To name a few, operators need interoperable
agent communication, shared semantics, secure agent
identity, auditable execution, digital-twin validation,
lifecycle assurance, and practical human-in/on-the-loop
controls. Standards development organisations, open-
source communities, vendors, hyperscalers and operators
should therefore converge among others on telecom-grade
interfaces and trust mechanisms and close any potential or
perceived gaps identified in this report. If these challenges
are addressed, Agentic Al can reduce operational friction,
improve service quality, support differentiated services
and create a credible pathway from today's Level 2/3
automation as per TM Forum [7] toward trusted Level 4
and, eventually, Level 5 autonomous networks.
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©1 INTRODUCTION

1.1 OVERVIEW

This publication represents the output of an operator-
driven initiative delivered by the Next Generation
Mobile Networks Alliance in the first half of 2026.
Its objective is to provide network operator-driven
guidance to the global telecom ecosystem on
deploying Agentic Artificial Intelligence to achieve
advanced network automation within Autonomous
Mobile Networks.

As mobile network complexity escalates, operators
must rapidly evolve their operational paradigms.
Today, most service providers operate at Autonomous
Network (AN) Levels 2 or 3, as defined by TM
Forum Autonomous Networks (AN) Framework
[7]. All notations regarding automation levels in this
publication refer to the TM Forum AN Framework.
The next critical milestone is the transition to Level 4
autonomy. Network operators aspire to realise this
shift over the next few years, individually targeting
those high-value scenarios which they judge to yield
the most compelling economic returns.

However, the path to implementation presents
significant hurdles. Agentic Al technology is developing
rapidly across a fragmented landscape of diverse
organisations, while several critical requirements
important to network operators appear to remain
insufficiently addressed. These gaps must be resolved
before operators can confidently commit to the
internal transformations and projects required for
Level 4 deployments in the years to come.

1.2 CORE CONCEPTS: AGENTIC
Al, Al AGENTS AND AGENTIC
CAPABILITIES

As network automation evolves from rule-based
automation and Al-assisted tools towards Level
4 autonomous networks, it is important to clarify
the relationship between Al Agents, Agentic Al and
Agentic Al capabilities. In this publication, these
terms are used in the context of mobile network
operations and management, rather than as generic
Al concepts. The purpose is to distinguish Agentic
Al from conventional workflow automation, isolated

AlI/ML analytics, and closed-loop mechanisms that
operate within predefined rules and limited domains.

An Al Agent is an autonomous or semi-autonomous
software entity that can perceive operational inputs,
reason over relevant context, make decisions or
recommendations, perform or trigger actions to
achieve defined objectives as well as learn and adapt
over time. In mobile network operations, such inputs
may include telemetry, alarms, events, tickets, intents,
policies, service requirements, topology information,
performance indicators, configuration parameters
(and their allowed value ranges) and operational
history. These inputs represent a solution space
against which an Al agent can find the optimal target
configuration and keep it up-to-date by tracking the
evolving context. An Al Agent may interact with other
agents, OSS/EMS functions, management services,
digital twins, data platforms, automation scripts or
domain controllers through controlled interfaces.

Al Agents often receive long-lived, business-oriented
intents and translate those into situation-dependent,
short-live goals. A user-level or system-level intent
is an abstract declarative statement (e.g. maintain
15 ms latency), while a goal is an agent-internal
objective, that can be imperative and short-lived
as the exact goal (how to satisfy the intent) may
change as network circumstances or context vary.

LLMs and SLMs or foundation models are expected
to play a central enabling role in many high-value
Al Agent and Agentic Al scenarios. They provide
flexible reasoning, natural-language and intent
understanding, planning support, explanation
generation and cross-domain knowledge synthesis
that are difficult to achieve through rule-based
automation, fixed workflows or isolated domain-
specific AI/ML models alone. In this sense, large
models are a key source of the distinctive value of
Agentic Al, especially when operational objectives
are ambiguous, complex in-domain, cross-domain,
multi-step or dependent on changing network and
service context. At the same time, large models are
expected to be combined with domain-specific Al/
ML, knowledge graphs, optimisation algorithms,
digital twins, deterministic controllers and existing
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automation systems, particularly where telecom-
grade latency, stability, safety and verifiability are
required.

Agentic Al refers to a system paradigm in which one or
more Al Agents pursue operational objectives with a
degree of autonomy under operator-defined policies,
guardrails and governance constraints. Compared
with a single Al Agent designed for a bounded task,
Agentic Al systems are typically characterised by
specialised agents, task decomposition, shared or
exchanged context, agent-to-agent collaboration, tool
and management capability invocation, execution
result, feedback from consumer agents to producer
agents, and conflict coordination. In mobile network
operations, this may involve, for example, a cross-
domain supervisory agent coordinating RAN, core,
transport, cloud, security or field-operation agents
to diagnose service degradation, evaluate corrective
actions, resolve conflicts and verify service recovery.
Within a single domain like RAN, a supervisory
agent may orchestrate multiple specialist types of
RAN agents.

Agentic Al capability refers to the system-level
operational capability created when Al Agents,
large models, tools, data, management services,
interfaces and governance mechanisms work together
to support controlled autonomous operation. Such
capability includes the ability to interpret operational
objectives, reason over dynamic network and service
context, plan and decompose tasks, discover and
invoke appropriate tools or management capabilities,
collaborate with other agents or systems, monitor
execution, adapt based on feedback and execution
result, and operate within defined policy, safety,
security, trust and governance constraints.

Agentic Al is therefore expected to complement
rather than replace existing network automation
assets. Closed-control loops, intent handlers, analytics
functions, digital twins, domain controllers, OSS
workflows, RAN applications and management
services may become tools, resources or controlled
execution environments that agents can discover,
select and invoke. The role of standards and open-
source alignment is to make these capabilities
interoperable, secure, observable, auditable and
governable across vendors, domains and deployment
environments.

1.3 DOCUMENT STRUCTURE
AND ANALYTICAL FRAMEWORK

To guide the industry through this complex transition,
this report is structured as follows:

Chapter 2 (Problem Statement and Business
Drivers):

Formalises the technical challenges and establishes
the imperatives compelling operators to adopt
Agentic Al.

Chapter 3 (Selected Scenarios Definition
and Analysis):

Exemplifies for three illustrative high-value scenarios
their business value, operational pain points and
limitations of existing automation, and outlines
a vision of Level 4 autonomy driven by agentic
collaboration.

Chapter 4 (Reference Framework for Agentic
Al Collaboration):

Introduces a structured reference framework
considered relevant for network automation. This
framework deliberately occupies a pragmatic middle
ground, providing actionable technical utility without
overwhelming the reader with implementation-
specific minutiae. Section 4.2 calls out Al Agent
collaboration patterns, Section 4.3 summarises
interface requirements and Section 4.4 addresses
vital security and trust mechanisms. Section 4.5 on
ecosystem landscape and gap analysis provides a
brief review of the standardisation and open-source
projects intersecting Agentic Al, Autonomous
Networks, and Network Automation. This section
reviews a complex landscape spanning, among
others, TM Forum, ETSI, 3GPP, IETF, and Linux
Foundation projects. Utilising the reference
framework, it synthesises the network operator
perspective to expose areas that may benefit from
further industry collaboration and opportunities
for additional development.

Chapter 5 (Considerations for the Ecosystem):

Leverages NGMN's positioning as a non-standards-
defining organisation to deliver objective, actionable
considerations to operators, vendors, SDOs and
open-source communities.
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Chapter 6 and Appendices (Conclusions,
Supplementary Data):

Concludes the report and provides annexes for
specialist readers.

1.4 TARGET AUDIENCE

This publication is designed for a diverse, multi-tiered
stakeholder base across the telecommunications
value chain:

* CTOs and technical strategists:

to assist with corporate roadmaps, investment
strategies, and architectural visions and blueprints.

* Technical management and expert
communities:

to assist in planning, scoping and roadmapping
network automation projects within operators
and vendors alike.

* Standards developers and open-source
contributors:

to raise awareness of relevant work happening
across multiple organisations, to point to areas that
require more work, and to ensure that emerging
standards and open-source code bases are robust,
interoperable, secure, reflect a wide consensus
and are fully fit for purpose for MNOs.

This publication reflects operator perspectives
intended to guide ecosystem-wide alignment.
Ultimately, it shall contribute to building the
foundational confidence and trust required for
MNOs to adopt these technologies at commercial
scale.
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02 PROBLEM STATEMENT
AND BUSINESS DRIVERS

Traditional network automation has improved the
efficiency of network operations, but it is generally
based on predefined rules, fixed workflows and
explicit triggering conditions. This approach is
effective for repetitive tasks with well-defined
boundaries, yet it is less able to adapt to dynamic
service requirements and changing network
conditions. When an issue falls outside the scope
of existing rules, operations personnel may need to
reassess the context, modify the workflow or develop
additional scripts. Most automation capabilities have
also been developed for individual network domains
or management systems, with limited coordination
between local closed loops. Consequently, even
where individual steps are automated, end-to-end
operational processes may still depend on manual
analysis and cross-team coordination. This increases
handling time and operational cost and constrains
the evolution towards higher autonomous network
levels.

Differentiated services further increase this
complexity. Operational objectives are shifting
from maintaining generic network performance
towards assuring end-to-end outcomes for specific
service requirements. Different services may place
different emphasis on user experience, reliability,
latency or cost, and their priorities may change with
customer requirements and network conditions.
The fulfilment of domain-specific KPIs therefore
does not necessarily mean that end-to-end service
requirements are met. An optimisation action within
one domain may also affect another domain, the
overall service or the ability to achieve a cross-domain
operational objective. Network operators need to
relate service objectives more directly to network
conditions and the risks associated with corrective
actions, and coordinate the required capabilities
according to the service impact. Fixed workflows are
not sufficient for such dynamic decision processes.
Network operations need to evolve from local
automation towards end-to-end coordination and
controlled closed-loop automation driven by desired
service outcomes.

Agentic Al provides a new approach to addressing this
complexity and offers strategic value in three areas.
First, it can organise complex operational activities

around a common objective, enabling specialised
agents to divide responsibilities, invoke existing
management and automation capabilities, and
coordinate actions within a controlled workflow in a
multi-agent environment. An operational objective
can be decomposed into assignable and traceable
tasks, while each agent selects the appropriate
capability according to the task context. Capability
descriptions such as an Agent Card can declare an
agent's role, skills, supported tasks and applicable
conditions, thereby supporting skills discovery and
matching of skills to tasks. This can reduce manual
investigation, repeated operations and cross-team
communication, shorten fault handling and service
restoration time, and reduce operational cost.

At the same time, earlier detection, root-cause
analysis and coordinated recovery can reduce the
impact of service degradation on users, thereby
improving network quality, service continuity
and customer experience. Second, Agentic Al
can dynamically organise operational capabilities
according to service requirements, allowing service
assurance to respond more precisely to specific
customers and scenarios rather than relying only on
common rules. This provides a more flexible basis
for service differentiation. Third, network operators
may progressively expose network capabilities,
operational knowledge and agent capabilities as
reusable services. Establishing a governable and
scalable agent collaboration environment can
strengthen the operator’s technical influence and
support a leading role in the evolution of autonomous
networks and the broader industry ecosystem.

However, large-scale adoption of Agentic Al is
constrained by results accuracy and thus security
or trustworthiness concerns as well as by fragmented
standards, open-source initiatives and proprietary
solutions, which currently provide no consistent
framework for mobile network operations. Without
alignment on capability descriptions, task models
and collaboration mechanisms, multi-vendor
environments risk becoming isolated agent
ecosystems with limited interoperability and
governance. Addressing these gaps is the primary
business driver for the project's scenario analysis,
framework development and gap assessment.
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0 SELECTED SCENARIOS
DEFINITION AND ANALYSIS

This chapter introduces three illustrative high-value
scenarios in the context of network automation
and sketches a possible target state for L4 network
autonomy for each of them.

TM Forum has collected and documented numerous
high-value use cases and scenarios in its 1G1339
Autonomous Networks L4 High-Value Scenarios
guide [1]. For the purpose of illustrating the
application of Agentic Al in network automation,
this document focuses on three example scenarios:
Fault Management, Service Assurance, and RAN
Optimisation. The selection of these three scenarios
should not be interpreted as an NGMN assessment
of their relative priority or importance. Such priorities
will vary across MNOs according to their individual
business objectives, operational environments, and
levels of automation maturity.

Importantly, this scenario-focused chapter does not
discuss underlying network and IT architectures.
Instead, the scenarios are presented through
exemplary high-level workflows. These workflows
are not intended to be comprehensive or to cover
every operational situation that may arise in practice.
Rather, their purpose is to demonstrate how key
elements of Agentic Al, such as different types of
agents, agent hierarchies, tools, and digital twins,
could be applied within representative workflows for
each scenario. In addition, the examples highlight
potential collaboration patterns between agents.
For each scenario we motivate its business value,
highlight current limitations, propose a possible
target state for L4 network autonomy, and identify
relevant agent collaboration patterns and key
technical enablers.

This chapter therefore serves primarily as an
introduction to the reference framework presented
later in this document. The framework subsequently
elaborates on the key capabilities, functions, and
components that are likely to be required to enable
network automation through Agentic Al.

3.1 FAULT MANAGEMENT

While a more forward-looking approach may fuse
fault management and performance management
into network observability and integrate it with
service assurance to better understand service
impact, we limit the illustration here to fault
management for the sake of simplicity.

Business value:

In the evolution of Autonomous Networks (AN)
toward L4 high-level autonomy, fault management
- in-domain/single-domain and especially cross-
domain complex fault handling - is a high-value
scenario for operators, directly impacting customer
experience, network reliability, MTTR, and
operational costs.

Current state and limitations:

Current core network fault management has
generally reached L3, achieving rule-based
automation but facing limitations: preset rules
struggle with dynamic changes, automation is siloed,
and cross-domain issues require extensive manual
coordination, creating an efficiency bottleneck that
can lead to lengthy manual resolution. Human
oversight required for major decisions adds delay.
These constraints result in slower responses, higher
operations costs, and sometimes prolonged service
impacts.

Level 4 target state:

To break through the L3 bottleneck and achieve a
qualitative leap to L4, the industry is focusing on
a new architecture and process reconstruction
centred on Agentic Al. The core goal of the L4 stage
is to achieve end-to-end full-process automatic
closure, autonomous handling of routine and
complex faults within human-set policy bounds, only
involving humans for exceptions, deep autonomous
collaboration of group intelligence, and precise
virtual control through digital twins, driving fault
management from a "ticket-driven, human-centric"
model towards an "intent-driven, ticket-less"
autonomous operational stage. Guided by this
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goal, the cross-domain fault self-healing scenario
constructs a collaborative system consisting of a
cross-domain collaboration agent (or supervisory
agent) and various professional domain (wireless,
transmission, core network) fault handling agents,
able to perform fault diagnosis and remediation, and
embedded with large model analysis and reasoning
capabilities. This scenario is complemented with Al
co-pilots for occasions when human engineers must
be involved (e.g. for on-site repairs) to accelerate
the remaining manual resolution tasks. Depending
on the conditions triggering the self-healing
process, this scenario includes two typical and
complementary fault self-healing sub-processes,
each reflecting different emphases of the L4 goals:
"proactive prevention" and "collaborative closure":

. Sub-scenario 1:

OSS-triggered self-healing. This embodies end-
to-end automatic closure and a customer-centric
approach. When the OSS detects a service
interruption, the cross-domain collaboration
agent (central orchestrator or supervisory
agent) initiates secure interaction with domain
agents, dispatches investigation tasks, and
coordinates analysis. Domain agents analyse
their state, generate repair solutions, and
execute them based on risk assessment (with
automatic execution or human-in/on-the-
loop for high-risk steps). Finally, results are
aggregated, and service recovery is verified.
This transforms fault handling from passive
response to an active, business-outcome-driven
Al process.

. Sub-scenario 2:

Domain-controller- or EMS-triggered self-
healing. This highlights deep group intelligence
collaboration and endogenous network

Illustrative example for a workflow
0SS triggered self-healing-multi-domain fault isolation and resolution

Customer incident ticket

+_ Cross domain
'

Bl RAN Fau
agent

|
) I

Existing RAN
comp

Digital twins &Tools

operations

intelligence. When domain agents at the domain
controller or EMS level detect but cannot resolve
a fault locally, they securely report to the cross-
domain collaboration agent. The cross-domain
collaboration agent performs cross-domain
correlation analysis, generates a collaborative
repair solution, and coordinates execution (via
other agents or field dispatch). This enables
early detection and multi-domain collaborative
decision-making.

In the example of sub-scenario 1 shown in Figure
1, the workflow is triggered by a customer incident
ticket (1). A cross-domain fault management agent
interprets the intent and delegates a task to a
fault agent for the RAN domain (2). Within the RAN
domain, the fault agent acts as a supervisor agent
and delegates a task to a sub-agent (3). Inside the
RAN autonomous domain, sub-agents may query
and share information directly between them (4).
Agents can also invoke tools and digital twins. The
response from the RAN fault agent may indicate a
root cause inside the RAN, however with only limited
confidence. The cross-domain agent next invokes
a Core network agent (5), which in turn delegates
a task to a lower-level agent (6). If the RAN agent
and the Core agent suggest different root causes
and possibly conflicting remedial actions, the cross-
domain agent performs correlation and drives any
required conflict resolution (7). Throughout, MNOs
are accountable for all actions initiated by agents.
The issue resolution may require human action
through field operations (8), where field engineers
are assisted by Al copilots.

This example workflow also illustrates sub-scenario
2, should it commence at step (3), with the RAN
fault agent autonomously detecting an incident and
proceeding without a customer-triggered ticket.

Legend for left side workflow

Workflow Dimensions used

3 Trigger:
with EMS, 0SS, Agent
components

Domain: single,
multiple

for Agent
Collaboration

Field Conflict

resolution

Task Information
allocation sharing /
Coordination

Dimensions

for Agent D - D
Collaboration b HEEELEED » DR > D CETTRRRS »
(purposes)
<S5 <=,  Centralised Control & supervision (hierarchical)
<3 °4¥5  DirectPeer-2-peer communication

Figure 1: lllustrative example for a fault management workflow
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Agent collaboration patterns:

From this perspective, the multi-agent interaction
in this scenario follows a distinct model. In task
allocation, it belongs to a centralised mode,
whereby the OSS-based cross-domain collaboration
agent adopts centralised management to assign
investigation, collection, or repair tasks to
domain-specific agents. For information sharing,
the multi-agent interaction primarily employs a
direct mode, where agents exchange fault reports,
status data, and analysis results directly through
standardised , secure channels (e.g., based on
A2A-T interfaces [8]). In some cases, this may
even enable peer-to-peer coordination. Publishing
states and analyses into a shared dataspace and
reading from this space is an alternative method.
Regarding conflict coordination, in this example
it also uses a centralised approach; the central
collaboration agent arbitrates and makes decisions
based on global policies when ambiguities arise in
cross-domain analysis or when repair solutions
involve resource or permission conflicts. This "task
allocation-centralised , information sharing-direct,
conflict coordination-centralised " pattern effectively
underpins the end-to-end automation from fault
perception to closed-loop recovery, representing a
typical architectural embodiment of L4 deep swarm
intelligence collaboration in fault management.
Besides multi-agent interaction, agents routinely
invoke external tools and services (e.g. a digital twin).

Key transformation enablers:

The gradual moves from L3 (or sublevels L3.x like
3.2, 3.4) to L4 are systemic, marked by progress
across four interconnected dimensions. This
transformation is driven by i) integrating large
models with knowledge graphs to convert fragmented
operational knowledge into a reasoning-capable
system, enabling precise handling of complex and
long-tail faults. ii) It relies on standardised agent
interfaces, such as A2A [29] and A2A-T [8], to facilitate
cross-layer and cross-domain task negotiation and
dynamic orchestration, breaking down system silos
and shifting from serialised manual handovers to
parallelised intelligent collaboration. iii) Agents
function as digital employees, dynamically converting
textual procedures into executable sequences to
achieve end-to-end automatic closure, thereby
moving operations from a ticket-driven model to
intent-driven, autonomous execution. iv) Crucially,
this entire collaborative workflow embeds robust
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security mechanisms - including granular permission
control, dynamic security negotiation, and full-
link auditing - to ensure all automated actions
are controllable, trustworthy, and compliant to
regulations.

Looking toward L5 "full autonomy," the core capability
undergoes a fundamental evolution beyond the
collaborative swarm intelligence of L4. L4's paradigm
simulates human team division of labour, where a
multi-agent swarm collaboratively solves ultra-large-
scale, cross-domain problems that are intractable
for any single agent. In contrast, L5 represents the
highest stage of autonomous evolution, characterised
by self-iteration, self-programming, the ability
to create new agents and to generalise for new
unforeseen situations, very high reliability, policy-
compliant performance, and advanced capabilities
for safety mechanisms and explainability. At this
stage, the network transcends a pre-defined
collaborative system and becomes an organic, self-
evolving entity. Agents can autonomously discover
novel fault patterns, adaptively generate and refine
solutions through mechanisms like unsupervised
learning within digital twins, and even dynamically
program or spawn new specialised agents to address
unprecedented challenges or architectural changes.
This signifies the ultimate transition from intelligent
collaboration to autonomous creation, where the
network possesses genuine self-awareness, self-
optimisation, and self-evolution capabilities. However,
MNOs may still require a declarative approach to
controlling, steering and trusting future L5 system
behaviour in accordance with human needs.

3.2 SERVICE ASSURANCE

Business value:

Service assurance is a high-value scenario because
it directly impacts customer experience, service
reliability, and business outcomes. Operators
increasingly need to warrant the performance
of critical services in specific locations and time
periods, such as mobile payments at stadiums,
exhibitions, or major events. Al-driven service
assurance can reduce service disruption, improve
operational efficiency, and accelerate movement
toward autonomous networks.

Current state and limitations:

Current service assurance processes are typically
based on a combination of performance monitoring
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systems, analytics platforms, alarm management
systems, optimisation tools, and manual engineering
expertise. While individual domains may support
automation, end-to-end assurance remains largely
manual. Several limitations remain: complex root-
cause analysis across RAN and Core domains, siloed
automation and limited service-level awareness,
dependence on predefined rules and workflows,
and predominantly reactive rather than proactive
operation (justified by lack of standardised methods
to measure proactive action). These limitations can
increase operational costs and prolong service
degradation.

Level-4 target state:

At Level-4 autonomy, service assurance becomes
an autonomous, closed-loop process capable of
continuously monitoring service quality, diagnosing
degradation, coordinating remediation, and verifying
recovery with minimal human intervention.

As in the fault management scenario, a typical service
assurance workflow relies on hierarchical delegation
from a supervisory agent to domain-specific agents.

In the example shown in Figure 2, the workflow
is triggered by a service assurance intent (1). The
cross-domain service assurance agent delegates
diagnosis tasks only to the relevant RAN and/or
Core network optimisation agent(s), as needed (2).
Within each domain, the optimisation agent acts as a
supervisor agent and delegates tasks to sub-agents
(3). Sub-agents may query and share information
directly between them and invoke digital twins and
tools (4). The RAN and Core network optimisation
agents return proposed root causes and handling
solutions, and if the proposed actions lead to conflicts

Illustrative example for a workflow
Service Assurance

Cross domain

rApps

Existing RAN
components

Digital twins &Tools

operations

or trade-offs, the cross-domain service assurance
agent drives conflict resolution and determines the
final handling strategy (5). If the issue cannot be
resolved remotely, field operations may be triggered,
where field engineers are assisted by Al copilots (6).

Agent collaboration patterns:

The overall collaboration model follows principles
already illustrated in the fault management
scenario, including hierarchical task delegation,
direct information exchange between agents,
centralised conflict resolution, and the invocation
of external tools and digital twins. The distinguishing
characteristic of service assurance is its persistent
focus on service-level outcomes rather than discrete
fault-resolution events.

Key transformation enablers:

Key requirements for the transition from L3 to L4
service assurance are:

Support for registration and discovery between
agents. Selection methods may include, but are
not limited to:

a. Selecting an agent via a registration centre,

b. Selecting based on the agent’'s own local
knowledge/information, or

c. Selecting according to user-provided input.

Support for bidirectional proactive communication
between agents, including task assignment,
tracking, and result reporting; supporting
information subscription between agents and
active reporting of subscribed information.

Support for authentication, authorisation, and
trusted communication between agents.

Legend for left side workflow
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Note: The Cross-domain Service Assurance Agent invokes only the relevant domain agent(s). Agent selection may be based on, but is
not limited to, registered scope and capabilities, available operational context, and user-provided information.

Figure 2: Illustrative example for a service assurance workflow
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3.3 RAN OPTIMISATION

Business value:

RAN optimisation is a high value operational
scenario because it directly drives service quality
(throughput, latency, reliability, coverage),
operational efficiency (reduced manual engineering
effort), and cost outcomes (better utilisation of
spectrum and infrastructure, and growing relevance
of energy efficiency). Optimisation spans parameter
tuning, traffic steering, interference mitigation,
coverage/capacity balancing, and increasingly Al
assisted control loops deployed across near real
time and non real time control functions.

Operators view Al driven RAN optimisation as a key
lever to progress toward zero touch / autonomous
networks, while maintaining the required levels
of trust, governance, and safety.

Current state and limitations:

Current RAN optimisation is commonly realised
through a combination of SON style automation
and analytics assisted engineering, with Al/
ML increasingly introduced but constrained by
practical operational requirements. Automation
uses predefined rules, policies and workflows
and leverages purpose-built tools. Typical
implementations differentiate between near RT
optimisation (10ms - 1s) and non RT optimisation
(policy, model training, longer horizon optimisation),
which already signals that timing, stability, and
determinism are first order constraints in networks.
Intent-based closed loop operation is already widely
available leveraging e.g. RAN Service Management
and Orchestration (SMO) and RIC environments
with apps, rApps, domain controllers, Al/ML
frameworks, data layers and telemetry.

Key limitations remain:

i)  RAN optimisation has many interdependent
parameters and objectives;

i) trustand control requirements mean operators
need explainability, governance and safe
deployment;

iii) real time Al control must guarantee stability
and predictable behaviour under strict timing
constraints;
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iv) RAN optimisation is today insufficiently
integrated into E2E service management
and network-wide optimisation of different
KPIs incl. energy usage (e.g. rApps often
optimise isolated metrics and lack multi-
domain awareness);

v) today’'s systems are more rigid and reactive,
and less proactive compared to agentic
systems using LLMs/SLMs and predictive
digital twins.

Level 4 target state:

At Level 4 autonomy, RAN optimisation becomes
an ongoing, autonomous closed loop process
(involving vertical loops across layers and horizontal
loops within layers), continuously tuning the
RAN for target objectives without waiting for
scheduled engineering cycles, and with minimal
human intervention beyond policy/intent definition
and exception handling. The L4 target state is
characterised by Al agents monitoring RAN
telemetry, KPIs and inputs from other agents, and
executing optimisation actions (e.g., load balancing,
parameter tuning) autonomously with the help of
typically SLMs or more traditional ML, while an
upper coordination function ensures optimisation
remains consistent with global objectives and
avoids harmful cross effects.

Compared to L3 automation, L4 adds stronger
intelligence and broader scope: autonomous
optimisation decisions occur in real time or
near real time, are guided by operator defined
constraints, and can coordinate across multiple
optimisation sub functions (e.g., interference,
mobility, capacity, energy trade offs) as part of
a policy bounded autonomous workflow. Due to
the high level of deterministic, repeatable, policy-
constrained and highly reliable RAN automation
already in existence on levels 2-3, level 4 Agentic
Al will likely be added to drive more intelligent
self-sustaining autonomy, not to replace already
sophisticated, specialised RAN domain controllers,
RAN apps, services and workflow engines, which
instead, where they exist, become available to Al
agents as limited scope, already governed and
validated ‘precision tools’ exposed to agents via
MCP [32] or APIs. While Al agents will reason about
complex decision challenges in non-real-time,
rApps can run with bounded scope in near-real-
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time. Thus, both can complement each other and
enable high confidence in transitioning from L3
to L4 autonomy.

An illustrative example is depicted in Figure 3.
In this example, the workflow is triggered by
changes in telemetry data or an input from a service
assurance agent (1). On the service operations
layer, a cross-domain agent is delegating intent and
allocating tasks to a RAN-specific optimisation agent
also sharing policies (2). Within the RAN domain,
an optimisation agentin the resource operations
layer acts as a supervisor agent and delegates a task
to a sub-agent residing in the infrastructure layer
(3). Subagents may query and share information
directly between them (4). All agents can invoke
APls, tools, knowledge graphs and digital twins,
which may logically operate on different levels like
service operations, resource operations and in
the infrastructure layer. Where RAN optimisation
actions run into conflicts with e.g. network-wide
energy management, the cross-domain agent
guides conflict resolution with the relevant energy
management agent (5) and may arbitrate trade-offs
between performance and energy consumption
goals. Existing and possibly vendor-specific proven
RAN automation and management components
may continue to support deterministic and reliable
actions through exposing their capabilities via APIs
or agentic tool interfaces to any L4-capable RAN
optimisation agent, as illustrated in the figure.

Agent collaboration patterns:

The collaboration model broadly follows the
patterns already discussed in the fault management
and service assurance scenarios. The main

lllustrative example for a workflow
RAN Optimisation

Service assurance intent  {*) Telemetry/KPIs workloads

Cross domain

Energy
Management

agent oy

(@

Existing RAN Sub-agents. . .

components

difference in the RAN domain is the coexistence
of agentic decision-making with deterministic
optimisation functions already operating in near-
real-time and non-real-time control loops.

Key transformation enablers:
Achieving L4 RAN optimisation requires:

i) data availability and telemetry foundations
(so optimisation is evidence based and timely);

ii) standardised contract-based interfaces
that allow portable, vendor interoperable
optimisation actions (also aligned with open
RAN trends);

iii) appropriate compute placement for the
required control loop timescales;

iv) in addition, operationalisation depends
on governance, explainability, and safe
Al deployment so the operator can
trust autonomous optimisation (“no KPI
degradation”);

v) robust engineering to guarantee stability
and determinism under near real time
constraints. L4 systems often benefit from
“agent tool interaction” where agents can
validate candidate optimisation actions (e.g.,
via simulators or controlled environments)
before applying them at scale across a wider
RAN area.

Legend for left side workflow
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Figure 3: lllustrative example for a RAN optimisation workflow
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04 REFERENCE FRAMEWORK
FOR AGENTIC Al
COLLABORATION

4.1 CORE COMPONENTS

The purpose of this section is to highlight components
which, from a network operator perspective, are
important for network automation with the help of
Agentic Al and for moving from Level 2-3 autonomy
to Level 4 autonomy. Such components eventually
need to be in place, often supported by international
standards, widely accepted open-source technologies
and of course implementations. The document
adopts a pragmatic approach, balancing high-
level perspectives with sufficient detail to provide
a clear and informative understanding of the key
subcomponents and underlying concepts. Figure 1
presents the component categorisation framework
that was selected.

While the columns are self-explanatory in Figure 4,
the rows deserve some explanation.

The top row focuses on components which are
important to enable human operation engineers and
service provider personnel to effectively interact with
an autonomously acting, automated network. Many
of these required interfaces (mostly in the form of
management dashboards) do not exist today but
they will be required to let engineers communicate
intents, intervene in exceptional circumstances (as
human-on-the-loop), or approve decisions proposed
by agents (as human-in-the-loop). Many components
in the second row will also expose data to human
personnel, where human oversight or intervention is
required for aspects like explainability, observability,
auditing, lifecycle management and accountability.

The second row (Agentic Al fabric) is a collection
of aggregate components which are at the core
of an autonomous, automated network, expected
to continuously operate safely and reliably. This
includes, of course, Al agents and the tools and Al
models they have access to, Al Agent development,
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validation and verification systems (e.g. in form of
digital twins), and several other components.

The third row is all about components related
to a data fabric, which enables the autonomous
operations. These components range from basic
network instrumentation, telemetry systems,
data collection and processing to knowledge
representation suitable for Agentic Al systems (e.g.
through knowledge graphs, ontologies, semantic
data models).

The bottom row represents the resources and
environments which from the perspective of Al agents
are already there in the network. These existing
network and IT resources, together with Al agent
development platform, underpin the operations of
autonomous agents in multiple ways. For instance,
some agents may have access to small language
models which can be trained using an operator’s
own Al platform. Domain-specific supervisory agents
may also interact with network resources and non-
agentic systems like domain controllers or even
element management systems.
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Figure 4: Overall framework of core components - Network Automation with Agentic Al
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4.2 AGENT COLLABORATION
PATTERNS

Mobile network operations are evolving from domain-
specific automation towards end-to-end autonomous
networks across differentiated services, network
slicing, cloud-native functions, and exposed network
capabilities. This evolution increases coordination
complexity across RAN, core network, transport, cloud,
edge, security, and service platforms. Without common
interaction patterns, the introduction of multiple
agents may create a new layer of fragmentation,
including duplicated actions, unclear responsibility
boundaries, and inconsistent levels of autonomous
network capability.

From an operator perspective, agent interaction needs
to address two questions: why agents interact, and
how agents interact. From the purpose perspective,
agent interaction can be broadly categorised into
task allocation, information sharing and coordination,
and conflict resolution. From the interaction style
perspective, each category may be realised through
centralised control and supervision, hierarchical
coordination, or direct peer-to-peer communication.

Task allocation focuses on how operational
responsibilities are divided. In selected scenarios
such as fault management, service assurance, or
RAN optimisation, an operational objective may need
to be decomposed into data collection, diagnosis,
impact assessment, solution generation, validation,
and controlled execution. The main consideration is
to clarify task scope, responsible party, and expected
outcome, while avoiding duplicated or fragmented
execution. Complex or cross-domain tasks are typically
better supported through centralised control and
supervision or hierarchical coordination, while
local tasks may be handled through peer-to-peer
communication for task requests and results.

Information sharing and coordination focuses on
how agents form a consistent operational view.
Cross-domain issues cannot be addressed reliably
through local reasoning or raw data exchange alone.
Agents need to share task context, affected objects
or services, diagnostic evidence, analysis results,
confidence levels, risk assessments, execution
result, and capability catalogue for task-oriented
discovery and matching. Semantic consistency is
particularly important in cross-vendor and cross-
domain environments. For large-volume or multimodal
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information, metadata and resource identifiers may
be exchanged first, with detailed content retrieved
on demand. During execution or after completion,
feedback from a consumer agent to a producer
agent is based on the monitored execution status
or outcome of the requested task and supports the
producer agent's subsequent task execution and
coordination.

Conflict resolution focuses on operational risks caused
by inconsistent objectives, conclusions, or actions.
Conflicts may arise, for example, between performance
optimisation and energy efficiency, between service
continuity and security isolation, or between different
root-cause assessments from different domains.
Conflict resolution needs to be guided by operator-
defined policies, including objective arbitration,
negotiation and replanning, approval of high-risk
actions, and escalation to operations engineers
when necessary. Conflicts with limited impact may
be handled through peer-to-peer negotiation, while
cross-domain, high-risk, or policy-sensitive conflicts
typically require coordination by an upstream agent
or an agreed operational governance mechanism.

Overall, these three interaction patterns clarify
how operational responsibilities are divided, how
operational context is shared, and how inconsistent
decisions are handled. They help support the evolution
of network operations from isolated automation
towards coordinated, end-to-end autonomous
networks.

4.3 INTERFACE REQUIREMENTS

To make Agentic Al capabilities reusable across
different operators, suppliers, and autonomous
network scenarios, clear interface boundaries are
needed among users, agents, tools, and network
systems. The purpose of this section is not to define
specific protocols, APIs, or implementation-layer
specifications, but to identify the key functional
boundaries required for interoperable and controllable
agent collaboration. Interfaces can be categorised
into four types: northbound interface, collaboration
interface, southbound interface, and management
interface.

The northbound interface represents the boundary
between human or business intent and agent
execution. It enables operations engineers, field
engineers, and upper-layer systems to provide
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operational objectives, constraints, and approval
decisions to agents. The key consideration is to
preserve operator control: agents need to understand
and process incoming intents, which may be analysed
and decomposed into sub-intents and recommended
actions, while business priorities, risk tolerance,
and approval rules should remain under operator
governance.

The collaboration interface represents the boundary
among agents. It enables agents from different
network domains, suppliers, or operational roles
to collaborate without relying on proprietary or
scenario-specific integration. Its main role is to make
collaboration relationships explicit: agents need
to understand each other’s roles, be able to trust
each other, only interact within a permission scope,
exchange necessary context, coordinate tasks, provide
execution results, support feedback from consumer
agent to producer agent, and escalate when issues
cannot be resolved locally. This boundary is particularly
important to avoid creating new silos in multi-agent
deployment.

The southbound interface represents the boundary
between agents and the systems or agentic tools they
invoke, via agentic tool interfaces like MCP [32] or
traditional protocols and APIs. These systems and
tools may include OSS/EMS, network controllers,
data platforms, digital twins, automation scripts,
and Al services. The key consideration is controlled
execution. In particular, tool invocation for actions
that may affect service continuity, network stability,
or security should be pre-validated (e.g. via digital
twins), authorised, traceable, and reversible where
necessary.

The management interface represents the boundary
between agents and management functions that
maintain agent lifecycle, operational status, and
capability descriptions. It enables agents, agent
platforms, or supervisory functions to register, update,
and query agent profiles and capability catalogue,
including agent roles, supported skills, applicable
domains, invocation conditions, versions, availability,
and policy constraints. The key consideration is
governable capability management: capability
information should be authenticated, consistent,
up to date, and auditable, so that agents can be
discovered, selected, and invoked for appropriate
tasks under operator-defined governance.
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Overall, the four interface types separate user intent,
agent collaboration, tool invocation and management.
This separation helps reduce integration complexity
while maintaining operational controllability.

4.4 SECURITY AND TRUST
MECHANISMS

Operators will adopt network automation with Level-4
autonomy only if they can trust the Al as much as a
skilled human operator, and if they are confident that
robust security mechanisms protect their networks.
Security and trust mechanisms are treated in greater
detail because MNOs consistently highlight them as
critical adoption enablers.

* Agent identity, role, permission control
and task authorisation:

Every Al agent must have a provable identity, a
tightly scoped role and act within the principle
of least privilege. The identity should remain
stable across the agent lifecycle so that verified
operational history and reputation information
can be consistently associated with the correct
agent. Access should be granted just in time
and should be short lived with e.g. built-in timer
expiry for the access. No permissions should
be lingering in the system after an activity is
completed. An agent must explicitly break an
intent down into specific technical actions (task
identification) and prove it has the security
rights to execute them (task authorisation),
thereby preventing ‘agent drift’. This protects the
network from unauthorised or rogue actions
while facilitating accountability.

*  Agent security interaction mechanism:

This mechanism enables agents to pre-negotiate
and dynamically update security interaction
rules required for collaborative task execution,
such as security algorithms and corresponding
parameters for source authenticity, content
integrity, result verification, etc. In addition,
the mechanism explicitly indicates whether
dynamic updates of the above security context
via re-negotiation during a task-execution are
supported.
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Policy governance and guardrails:

Pre-defined policies and guardrails constrain
agent behaviour, preventing unsafe decisions
even when agents operate without a human in the
loop. A policy engine should sit in-between input
and output guardrails. Before the policy engine
even processes a request, an input guardrail
checks it for safety, validity, and security. Evenif a
policy engine makes a logical decision, Agentic Al
can sometimes generate hallucinated commands.
The output guardrail is the final check before
changes hit live infrastructure. Policy drift (when
an Al agent or the network slowly shifts away
from a desired state) should be identified e.g.
via anomaly detection and remediated.

Secure-by-design agent architecture and
infrastructure:

The Al agent platform itself must be secure.
This means hardening the agent infrastructure
(e.g., using secure coding, input validation,
resource usage limits, robust authentication,
encryption, and zero-trust principles for agent
communications) to prevent exploitation by
adversaries. Supply chain integrity of Al models
and frameworks is also critical, given the threat
of poisoned training data or malicious code
injection. Threat detection via traditional and
Al-driven security analytics and automated
quarantine procedures for agents are further
crucial security mechanisms. This must be
complemented with data and model security
(from training data, models, to knowledge
graphs). Agent onboarding mechanisms must
be robust, including sandbox testing for each
agent before deploying it into a multi-agent
system.

Reputation mechanism:

A dedicated reputation module establishes initial
agent identities and baseline reputation, issuing
verifiable reputation credentials that bind an
agent to its historical behaviour. Reputation is
assessed through a standardised scheme of
digitally logged commitments and fulfilment
feedback, yielding multi-dimensional, dynamic
scores. The scoring framework supports
time-decay, weighted aggregation of multi-role
evaluations, and pluggable rules to adapt to

different trust scenarios. Reputation scores
directly govern service selection and access
privileges, and tiered thresholds incentivise good
behaviour while enabling progressive autonomy,
thereby establishing a fair, practical ecosystem
for trusted interactions among autonomous
agents.

Pre-action verification and simulation:

Before agents execute changes on live networks,
their proposed actions should be validated in
risk-free environments using network Digital
Twins for scenario planning and impact analysis.

Continuous monitoring and anomaly
detection:

During operation, continuous oversight of agent
behaviour, decisions and network conditions is
essential. Telemetry and specialised anomaly
detection systems need to verify that an agent's
behaviour stays within expected bounds, detect
behaviour anomalies in real-time and if required
trigger automated containment and roll backs.

Dynamic trust and performance scoring with
adjustment of agent responsibility:

Agents should be assigned a dynamic trust and/or
performance score based on their performance
and behaviour over time. If an agent consistently
performs well, it can earn more autonomy and
greater responsibility. This requires suitable KPIs
for Al agent performance (e.g. decision accuracy,
success rate of changes, false positive rates).

Gradual trust phasing mechanism:

A practical trust mechanism is to phase the
introduction of autonomy. Network operators
may initially run L4-capable systems in a
supervised mode (effectively L3, with human
oversight, or in a canary mode), gradually
increasing autonomy as trust grows. This amounts
to graduating agents to more responsibility over
time. While this phased approach is certainly
a process, it will require dedicated IT system
support.

Continuous learning with guardrails:

Any learning must itself be monitored and
controlled. While continuous learning makes
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the system more adaptive, it poses challenges
as Al agents change themselves. An agent that
previously passed a certification may, after
learning and self-adaptation, not pass it anymore.

* Explainability, traceability and auditability:

To cultivate trust, agents must provide
transparency into their decisions by producing
rich logs and traces. This enables post-action
examination and audits. Explainable Al
techniques should be employed so that engineers
understand why a particular action was taken.

. Human override and fail-safe controls:

“Human-in/on-the-loop” capabilities (oversight
consoles and dashboards, kill-switches, fallback
modes) are required so that operations engineers
can intercede if needed. When a kill-switch is
activated, the system must not crash instantly.
Instead, it must execute a controlled, orderly
shutdown sequence that protects the live
network and saves all operational data including
logs. Kill-switches can be activated manually or
automatically when red lines or thresholds get
breached (e.g. KPIs, agent runaway behaviour,
security breaches).

Below illustrates the use of above mechanisms
following the phases of an Al agent's action lifecycle.

Pre-Action Phase: Secure Authorisation, Simulation
and Policy Validation

In the pre-action phase, Al agents formulate or receive
intents and plan network changes. Security and trust
mechanisms here focus on ensuring that only valid,
safe, and authorised actions can proceed beyond
planning. Important in this phase are:

+ ldentity, role and permissions verification,
with consideration of the agent's current trust
status and reputation credentials (containing
an aggregated reputation score and multi-
dimensional scores)

*  Network policy and service-level constraints
compliance

+  Digital twin simulation, dry-runs and sandbox
testing

+  Pre-deployment testing and agent certification
especially for critical changes (an additional
human approval or automated certification step
might be required).
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In-Action Phase: Runtime Monitoring, Enforcement
and Anomaly Response

During the in-action phase, Al agents are actively
executing changes or making on-the-fly decisions
in the live network. The emphasis here is on real-
time trust assurance. In this phase the following is
important:

+ Continuous behavioural monitoring of
agents

+  Policy enforcement points

+  Dynamic trust scoring and adaptation of
agents’ responsibility accordingly

+ Anomaly and rogue agent detection

«  Automated containment and fall-back
procedures

Post-Action Phase: Traceability, Audit and
Continual Assurance

After an agent completes an action or a closed-loop
cycle, post-action mechanisms provide transparency
and accountability. Important in this phase are:

+  Comprehensive logging and generation of traces
+  Explainability and justification demonstration

+  Post-action audits and reviews, with relevant
outcomes used to update the agent’s trust status
and reputation credentials

+  Continuous learning with guardrails

By rigorously accounting for above mechanisms,
network operators can unlock efficiency and agility
benefits while maintaining safety, reliability, and
confidence.

While there is already significant industry
consensus on mechanisms like fine-grained access
controls, pre-deployment simulation and testing,
monitoring and anomaly detection, auditability
and compliance logging, there are some security
and trust aspects still under debate or evolving:

This includes e.g. i) self-learning and adaptation
allowing agents to self-modify their behaviour
through machine learning in production as it
complicates verification and control (see e.g. [52]
on inter-agent generational knowledge transfer)
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and ii) trust metrics and certification: The industry
is still exploring how to measure and certify
trustworthiness of autonomous networks. Concepts
like “Al performance indicators” are still under
debate. There's discussion about establishing
certification regimes or “Al agent driver's licenses”
to ensure solutions meet safety standards.

4.5 ALIGNMENT AND GAP
ANALYSIS WITH EXISTING
STANDARDS

Existing developments in alliances, SDOs and
open-source organisations were analysed. Here a
summary of the more detailed findings as presented
in Appendix B. The questions were: Who does
what, are efforts complementary and aligned?
Most important, are there any areas that are not
sufficiently addressed and that will concern network
operators? These areas are opportunities for future
concerted industry efforts.

lllustrative examples of relevant ecosystem
activities considered during this study

There is a proliferation of work on agent-based Al
for networks. Not all efforts narrowly target network
automation, but many efforts are foundational to
introduce Agentic Al. On the positive side, efforts
in many SDOs and open-source communities are
complementary as they address special topics
related to Agentic Al for networks.

However, two issues are to be highlighted:
i) in some cases, work appears fragmenting;

ii) several areas important to operators are
insufficiently addressed, representing critical
gaps that should be addressed in the months
to come.

A range of frameworks, guidelines, and specifications
from various organisations that are relevant to
network automation through Agentic Al were
reviewed. The detailed findings of this review are
provided in Appendix B. While these initiatives are
contributing significantly to the advancement and
maturity of Agentic Al for network automation,
several important challenges remain. A summary
of the perceived key gaps and unresolved issues is
presented below.
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Potential shortfalls, gaps and blind spots

1.

Fragmentation across organisations.

Many SDOs, alliances and open-source initiatives
are community focussed and targeted, but
sometimes also siloed. A unifying E2E perspective
is missing. In Appendix B we provide examples
related to 3GPP, TM Forum, ETSI, GSMA, Linux
Foundation, AI-RAN Alliance and IETF. BBF could
be added to this list, though it is more focussed
on fixed access, thus relevant for converged
service providers. A tangible example relates
to agent-to-agent protocols.

Limited focus on multi-vendor interoperability
and agent coordination across domains.

We note the lack of a widely adopted, telecom-
ready industry-wide agent communication
protocol and, importantly, shared semantics.
Today this makes true multi-vendor autonomy
impossible. However, promising work is under
way with the A2A protocol and extensions for
telecom (A2A-T [8]), although having another
variant of A2A [29] might be controversial.

Lack of standards for agent knowledge- and
context-sharing mechanisms.

The gap relates to mechanisms through which
agents acquire knowledge and context and then
share relevant context and situational awareness
with other agents. Agents in different domains
may work at cross purposes due to inconsistent
situational awareness.

Incomplete information modelling for
networks.

We note a lack of unified information architecture
to ensure agents across domains understand
each other and interpret data and context
consistently. We advocate for cross-SDO
alignment and shared ontologies.

Lack of end-to-end security, identity and
trust for autonomous functions.

Present frameworks do not define how to
handle unique agentic Al security risks, how to
manage agent identity and safe operation across
domains. We advocate for a Zero-Trust Agent
Ecosystem supported by unifying specifications
and standards.
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10.
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Limited focus on the human-machine interface
and operational integration.

Frameworks do not sufficiently address how
human network engineers receive escalations,
validate, override, or tune agent decisions at
runtime. This risks inconsistent safety practices.

Lack of operator-friendly governance and
lifecycle tools.

Detailed frameworks for governing autonomous
Al agents across their lifecycle are missing. They
need to address aspects like agent onboarding,
certification and testing, common performance
indicators, agent maturity graduation schemes,
continuous agent assurance and performance
management.

Under-addressed economic and organisational
readiness.

There is lack of guidance on required operator
organisational changes and cost management
support frameworks allowing operators to control
LLM token consumption and to strike a balance
between operational safety, performance and
cost associated with using agentic Al

Agentic Al architecture when network scales.

There is limited guidance on how Agentic Al
solutions should scale across large telecom
environments, including hierarchical agent
architectures, workload partitioning, distributed
reasoning, and the use of graph-based Al
techniques such as Graph Neural Networks
(GNNs) to efficiently model and reason over
complex network relationships.

Lack of guidance on multi-agent system sising
based on use case complexity.

There is no standardised methodology for
determining the appropriate number of Al agents
based on network size, operational complexity,
service criticality, or latency requirements.
This creates uncertainty in balancing system
performance, reasoning quality, operational
overhead, and deployment cost.

11.

12.

Limited support for low-code and no-code
agent development.

There is no standardised development
methodology or modelling language enabling
operators and domain experts to design,
configure, test, and maintain Agentic Al workflows
without extensive software development
expertise, thereby slowing adoption and reducing
portability across platforms.

Lack of abstraction layer for closed-loop
automation.

Existing closed-loop automation frameworks
do not adequately define a vendor-neutral
abstraction layer capable of translating
heterogeneous vendor-specific alarms, KPIs,
configuration parameters and management
interfaces into a unified semantic representation
consumable by Al agents operating in multi-
vendor networks, that could make agentic
systems more modular and pluggable solutions.

Appendix B provides more detail regarding both
what's going on in different organisations and where

specific, perceived gaps exist. Many of these gaps
are explicitly covered in our reference framework.
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0> CONSIDERATIONS
FOR THE ECOSYSTEM

5.1 PURPOSE AND
POSITIONING OF
CONSIDERATIONS

The ecosystem relevant to this report includes MNO's,
vendors, solution providers, Al and cloud service
providers, standards-defining organisations (SDOs),
alliances and open-source communities.

The considerations in this chapter are articulated
from the perspective of mobile network operators.
They are not intended to prescribe how other
organisations should conduct their work. Rather,
they highlight operator requirements, cross-ecosystem
dependencies and gaps that need to be addressed if
Agentic Al is to become a safe, secure, interoperable
and scalable enabler of higher levels of network
automation.

The analysis conducted for this report indicates
that substantial work is already under way across
SDOs and open-source communities (e.g. TM Forum,
3GPP, ETSI, W3C, IETF, AlI-RAN Alliance, BBF and
Linux Foundation communities). This is encouraging.
At the same time, the distribution of work across
many organisations creates risks of fragmentation,
inconsistent assumptions, duplicated effort and gaps
in operator-critical areas. The considerations below
therefore focus on areas where early alignment
would increase confidence, reduce adoption risk and
accelerate progress towards network automation in
Level 4 autonomous networks.

In addition, closing gaps through standards or open-
source helps the industry without limiting vendor
differentiation. Common interfaces, trust mechanisms
and lifecycle models should create a larger market
for deployable agentic automation. Vendors can
still differentiate in models, Al agents, optimisation
algorithms, domain expertise, performance, usability
and operational outcomes.

The conceptual framework discussed in Chapter
4 serves here as a high-level checklist, along the
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lines “sooner or later, many or all of these core
framework components will become critical, thus,
they need to be on our radar screen”. NGMN
encourages the ecosystem to take into consideration
the requirements of the proposed framework and
reflect on whether those are sufficiently addressed
in their respective areas of work currently or need
further addressing. NGMN has identified the following
generic considerations for SDOs, the open-source
and vendor community which are relevant to support
MNOs in developing an agentic framework. More
details are provided in Appendix B.

5.2 CONSIDERATIONS FOR
OPEN-SROUCE COMMUNITIES,
STANDARDS AND INDUSTRY
ORGANISATIONS

The following are opportunities that could help the
mobile networks industry.

1. Strengthening cross-SDO and open-source
coordination on Agentic Al for network
automation. Relevant organisations to establish
lightweight but recurring cross-community
coordination mechanisms, such as shared gap
registers, and cross-referenced work-item maps.

2. Actively resolving deployment-critical overlaps.
This can be done through joint special sessions
or workshops between organisations where
overlapping proposals are compared against
operator requirements such as multi-vendor
interoperability, security, latency, deterministic
behaviour and others.

3. Mapping blueprints and reference architectures
to realisation patterns. This can be done through
publication of implementation-neutral realisation
patterns and/or any emerging solution proposals,
whether proprietary or standardised.

4. Developing telecom-grade agent communication
profiles with shared domain semantics where
generic protocols are deemed insufficient.
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10.

11.

12.

Standardising principles for context sharing,
context scoping and situational awareness.
This to include context relevance, dynamic
scoping to meet cost control and enforced token
budgets, summarisation, freshness, provenance,
confidence, data minimisation, privacy, domain
boundaries, memory retention, and expiry.

Aligning information models, ontologies and
semantic mappings across network domains. The
industry should define common core concepts,
domain-specific extensions, and mapping
mechanisms between TM Forum, 3GPP, ETSI,
O-RAN, IETF, W3C, BBF and open-source models.

Defining a telecom-grade Zero-Trust Agent
Ecosystem. Such an ecosystem should address
aspects like agent identity, authentication,
authorisation, secure communication, tool access,
workflow verification, software provenance,
runtime attestation, policy enforcement, least-
privilege access, credential lifecycle management,
audit logging, behavioural monitoring, revocation,
quarantine, incident response and others.

Establishing interoperability testing, certification
and plugfest activities.

Treating safe execution, fallback and rollback
as first-class requirements.

Defining requirements for simulation and digital-
twin environments.

Standardising observability and auditability for
autonomous agents.

Providing migration guidance from existing
automation to agentic Al-enabled autonomy.

5.3 CONSIDERATIONS FOR
MNOs
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Defining operator requirements for human-agent
interaction and operational integration.

Establishing common operator requirements
for agent lifecycle governance and assurance.

Developing operator guidance for organisational
readiness, operational efficiency and resource-
aware Agentic Al.

4. Collaborating on test scenarios and acceptance
criteria for high-value autonomy use cases.

5. Sharing non-sensitive operational requirements
and lessons learned with SDOs and open-source
communities.

6. Addressing data readiness, telemetry quality
and data governance.

5.4 CONSIDERATIONS
FOR VENDORS, SOLUTION
PROVIDERS AND
HYPERSCALERS

1. Implementing open, profile-based and
interoperable agent interfaces and ideally
common data models.

2. Making controllers and management platforms
safely consumable by (higher-level) agents.

3. Providing verifiable evidence of agent behaviour,
safety and interoperability.

4. Supporting operator-controlled governance of
Al agents with respect to behaviour, safety and
interoperability.

5. Supporting hybrid, multi-cloud and sovereignty-
conscious deployment models.

6. Contributing to shared validation environments,
testbeds and plugfests.

As mentioned above, all considerations are elaborated
in more detail in Appendix B.
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06 CONCLUSION

The telecommunications industry is entering a
new phase of network automation in which Al is no
longer limited to analytics, prediction, and closed-
loop optimisation. The emergence of Agentic Al
introduces the possibility of autonomous systems
that can reason, plan, collaborate, and execute
actions within and across operational domains
while continuously adapting to changing network
conditions and business objectives.

This publication has assessed the motivation,
opportunities, requirements, and ecosystem
developments related to applying Agentic Al to
network automation. From an MNO perspective,
it contributes three key outcomes:

i. apragmaticreference framework identifying
the core components required for Agentic
Al-driven network automation (Chapter 4),

ii. a brief structured assessment of ecosystem
maturity and potential or perceived gaps across
standards and open-source activities (Chapter
4), and

iii. asetoftargeted considerations to accelerate
safe, interoperable, and scalable deployment
(Chapter 5).

The analysis indicates that Agentic Al will likely
become a key enabler for achieving higher levels
of automation and network autonomy, supporting
the industry’s ambition to progress towards Level
4 and ultimately Level 5 autonomous networks.

At the same time, the findings demonstrate that
realisation of this vision requires significantly
more than the capabilities currently emphasised
in the wider Al ecosystem, such as LLMs, agent
frameworks and tool integration. It will require
robust and standardised mechanisms for agent
registration, discovery, communication, task
delegation, negotiation, conflict resolution, policy
enforcement and shared situational awareness.
Trustworthiness, security, explainability,
observability, interoperability, governance and
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human oversight must be treated as foundational
design principles as outlined in Section 4.4.

The review of SDOs, industry initiatives and
open-source activities demonstrates encouraging
momentum across the ecosystem. However, the
current landscape remains complex and unevenly
mature. In Appendix B, this report identifies several
potential or perceived gaps. Addressing those could
substantially help the mobile networks industry.

These gaps highlight that achieving autonomous
networks is not primarily a technology integration
challenge, but an ecosystem-level transformation
requiring a pragmatic phased adoption (i.e. to
protect ROI) and a coordinated progress across
architecture, standards, security, operations and
governance.

Furthermore, mobile networks present
fundamentally different requirements in several
areas compared with enterprise IT environments.
They demand high reliability, deterministic
behaviour, real-time responsiveness in critical
domains, regulatory compliance and strict safety
guarantees. As a result, general-purpose Agentic
Al technologies must be adapted, extended and
hardened where necessary to meet telecom-grade
operational requirements.

Over the next few years, the industry is expected to
transition from isolated proof-of-concepts towards
operational deployments of Agentic Al in selected
network domains, focusing initially on high-value
scenarios where tangible business and operational
benefits can be demonstrated. Early deployments
will likely prioritise bounded and well-controlled use
cases such as RAN optimisation, energy efficiency,
fault management, incident resolution, service
assurance, engineering support and cross-domain
troubleshooting, where sufficient human oversight
can be maintained (HOTL).

This transition is expected to follow a phased

approach, progressing from supervised and
recommendation-based systems towards bounded
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autonomous operation and, over time, towards
collaborative multi-agent environments. As
confidence grows and trust mechanisms mature,
agentic systems are expected to evolve from
isolated task-specific agents into coordinated multi-
agent ecosystems capable of managing complex
workflows across network, service, cloud and
business domains.

Apart from the reference framework, key
takeaways of this report are the following identified
opportunities for more industry work or intensified
communication of already achieved results in
those areas:

+ Convergence across standards bodies and
open-source communities to reduce risk of
fragmentation and align on interoperable
architectures, interfaces and responsibilities

+  Development of a telecom-grade Zero-Trust
Agent Ecosystem covering, for example, agent
identity, authentication, authorisation, policy
enforcement, complemented by auditability
and explainability

+ Standardisation of agent communication
protocols, shared semantics and efficient
context-sharing mechanisms across domains

«  Alignment of information models, ontologies
and data architectures to enable consistent
cross-domain understanding and reasoning

+ Establishment of lifecycle governance,
certification, testing, evaluation and lifecycle
assurance frameworks, including maturity
models for Al agents

+  Expansion of digital twins and simulation
environments as mandatory validation layers
for agent behaviour and decision-making

+  Definition of operator-centric operational
models, including human-agent interaction,
organisational readiness, skills transformation
and resource-aware operation of Al systems.

In parallel, MNOs, vendors, hyperscalers, standards
bodies and open-source communities will need
to collaborate closely to ensure that solutions
remain interoperable, secure and aligned with
operator requirements. Cross-industry coordination,
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shared testing environments, and evidence-based
validation of agent behaviour will be essential to
build confidence in large-scale deployments.

In conclusion, Agentic Al should therefore be
regarded as a foundational capability for future
telecommunications operations and network
automation with several gaps still to close,
rather than a standalone technology trend. The
considerations in this report shall contribute to
delivering a coherent, interoperable, trusted and
sustainable ecosystem capable of delivering Level
4+ autonomous networks at scale.
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APPENDIX A: GLOSSARY

Term Definition
An autonomous or semi-autonomous software entity capable of
perceiving inputs (e.g., telemetry, events, or intents), reasoning, making
Al Agent decisions, and performing actions to achieve defined objectives. The

‘brain’ of an agent can be a Large Language Model or a Small Language
Model.

Agent Collaboration
Pattern

A defined mode of interaction among agents, including e.g. task
allocation, information sharing, and conflict resolution mechanisms,
which determines how agents cooperate to complete tasks.

Agent Lifecycle

The processes governing the creation, deployment, configuration,

Management monitoring, update, and retirement of agents within the system.
An Al paradigm in which Al systems act as agents that can autonomously
Agentic Al plan, reason, collaborate, and execute tasks, often in coordination

with other agents and guided by human-defined intents, policies and
guardrails.

Agentic Al Capability

A system-level operational capability created when multiple components
like Al agents, LLMs, tools, data, management services, interfaces
and governance mechanisms work together. Examples: ability to
interpret operational objectives, reason over network context, plan
and decompose tasks etc.

Agent-to-Agent (A2A)
Interface

A specific type of collaboration interface enabling standardised
communication and interaction between agents.

Agent-to-Tool Interface

An interface enabling agents to invoke external tools, APIs, or systems
to perform actions or retrieve data.

Agent Reputation

A multi-dimensional, dynamic score bound to an agent's identity,
issued as verifiable credentials by a trust registry based on historical
commitments and fulfilment.

Autonomous Network
(AN)

A network capable of self-configuration, self-optimisation, self-healing,
and self-protection with minimal human intervention, guided by intent-
based management principles.
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Digital Twin

Avirtual representation of a network, system, or component used for
simulation, validation, and optimisation of actions before real-world
execution.

EMS

Element Management Systems, is a software platform used in mobile
networks to manage and configure specific network elements such
as baseband units.

Feedback

A collaboration mechanism in which a consumer agent, after requesting
a task from a producer agent, monitors the task’'s execution status or
outcome and provides task-related feedback to the producer agent
during execution or after completion.

HITL

Human in the loop. Refers to humans having a role to play inside a
closed-loop automation system (e.g. for approval purposes).

HOTL

Human on the loop. Refers to humans only playing a role in exceptional
circumstances in the context of closed-loop automation with Al agents.

Intent-Based
Management

An operational paradigm where users or systems specify desired
outcomes (“intents”), and the system automatically determines and
executes the required actions to achieve them.

IRTF

Internet Research Task Force. An open international research organisation
focussing on the evolution of the Internet and network technologies
with concepts not yet mature for standardisation in the IETF.

IRTF-NMRG

Internet Research Task Force - Network Management Research Group.
A research group within the IRTF investigating emerging technologies
for network management, including topics such as self-driving networks,
intent-based networking, and Al-driven management. Focuses on pre-
standardisation research.

Knowledge Graph

A structured representation of knowledge (entities and relationships)
used by Al agents to support reasoning, inference, and decision-making.

LCM

Lifecycle management

Level 3 Automation (L3)

A stage of network automation characterised by rule-based and
partially Al-assisted automation, requiring significant human oversight
for cross-domain coordination and decision-making. [7]
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Level 4 Autonomy (L4)

A stage of autonomous networks where most operational processes
are executed autonomously by Al agents within policy constraints, with
humans involved primarily in exception handling and governance. [7]

Level 5 Autonomy (L5)

The highest stage of network autonomy, characterised by self-learning,
self-evolution, autonomous creation of new agents or logic, and the
ability to handle unforeseen scenarios with no or minimal human
involvement. [7]

Linux Foundation - Agentic Al Foundation. An open, neutral foundation

LF-AAIF under the Linux Foundation that supports development and governance
of open-source technologies, standards, and ecosystems for agentic Al.
Linux Foundation AGNTCY Project. An open-source infrastructure project

LF-AGNTCY under the Linux Foundation that provides foundational capabilities for
multi-agent systems, forming a core layer for the “Internet of Agents.”

LLM Large Language Model

MCP Model Context Protocol (for the interface between agent and tool)

MNO Mobile Network Operator

Multi-Agent System
(MAS)

A system composed of multiple interacting agents that collaborate,
coordinate, or compete to achieve individual or shared goals in a
distributed environment. MAS have already been in existence before
the arrival of Agentic Al and Generative Al.

OpenlD Foundation. Creates identity standards that are secure,

OpenlD ) i )
interoperable, and privacy-preserving.
0ss Operations Support Systems
OWASP OWASP® Foundation works to improve the security of software through

its community-led open-source software projects.

Policy Constraints

Rules and boundaries defined by operators that guide and limit agent
decision-making to ensure safe and compliant operations.

SLM Small Language Model
TM Forum Telemanagement Forum
Tokenomics The discipline of managing, predicting, and optimising token consumption
w3cC World-Wide Web Consortium
29 NGMN




APPENDIX B:

EXISTING STANDARDS,
OPEN SROUCE PROJECTS
AND INDUSTRY INITIATIVES

In this Appendix we look at the status of the industry,
areas of alignment across the industry and highlight
potential gaps, blind spots and issues which, if
confirmed, offer an opportunity for collective industry
action.

Disclaimer: This appendix reflects the authors’
understanding of selected standards, industry
initiatives, and open-source activities related to
network automation, autonomy and Agentic Al
at the time of writing. Given the rapid pace of
developments and the breadth of ongoing work,
the analysis is neither exhaustive nor definitive.
Observations on potential gaps, challenges, or
opportunities are provided from a network operator
perspective to encourage constructive industry
discussion and collaboration, and should not be
interpreted as criticism of any organisation, initiative,
or specification. Some issues identified may already
be resolved, under active consideration or resolution,
and omission of specific activities does not imply
lack of relevance.

lllustrative examples of relevant ecosystem
activities considered during this study

Efforts toward agent-based Al for network
automation have proliferated across standard-
defining organisations (SDOs) and open communities,
posing some issues for network operators.

TM Forum has emerged as a frontrunner, delivering
a 6-level taxonomy for network autonomy (Levels
0-5) widely adopted across the world [7]. Some
national standards associations like CCSA have
already formalised it further into national industrial
standards. Moreover, TM Forum produced e.g. a
comprehensive Autonomous Networks framework
(IG1218F) [4], an Autonomous Networks Level 4 target
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architecture (IG1251C) [5] and a guide on Multi-Agent
Architectures (IG1251E) [6]. Dedicated projects like
Al Native Blueprint [15] and Autonomous Networks
[16] are under way. TM Forum has delivered detailed
guides on multi-tier closed-loop designs (aligning
with 3GPP and ETSI frameworks), agent-based
architectures, and proactive Al-enabled operations.
They also created maturity and evaluation frameworks
(like 1G1392 [10], 1G1252 [7]) to benchmark progress.

3GPP has also advanced standards relevant to agentic
network automation. 3GPP SA5 (Management,
Orchestration and Charging)) integrated the
TM Forum's AN definition into mobile network
standards. Focus was placed on standardising the
technical building blocks required to achieve AN
Levels, including Intent-Driven Management and
Closed-Loop Automation. Efforts on autonomous
networks incl. Al agent interaction (e.g. 3GPP TS
28.100[19]) and intent-driven management (e.g. 3GPP
TR 28.312[20]) lay groundwork for policy/intent-based
agent orchestration. While largely confined to the
management-plane, 3GPP’s contributions provide a
common vocabulary for autonomy levels and network
intents that can unify industry understanding. More
exploration into aspects of network autonomy and
use of agentic Al including for network management
is happening as part of the 6G study item (e.g. 3GPP
SAT with TR 22.870[21], 3GPP SA5 with TR 32.801-1
[22], 3GPP SA2's Al4Net [KI#18] - key issue#18 on
how Al is used inside the network to design, operate,
and optimise it).

ETSI published foundational white papers and
specifications mapping out how Al, machine learning,
and cognitive technologies power the transition up
through AN level. ETSI ZSM (Zero-touch network
and Service Management [23]) defines an end-to-
end, service-oriented autonomous management
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architecture with hierarchical closed loops, which
dovetails with TM Forum'’s approach. ETSI ENI
(Experiential Networked Intelligence [24]) focuses
on how AI/ML can bring policy-driven cognition to
network management, e.g. contextualising decisions
similarly to the role of “cognitive management”
in 3GPP SA5’s work. This addresses real-time
orchestration across vendor domains, enabling
evolution toward multi-agent approaches. ETSI
OCG-AN (Operational Co-ordination Group on
Autonomous Networks, [25]) is a cross-ETSI
coordination body that aligns and orchestrates all
ETSI activities related to autonomous networks (AN).

Various industry alliances and open-source
communities are contributing key building blocks.
We believe SDOs should be fully aware of those
activities and look for synergies.

The O-RAN Alliance has delivered open interfaces
and a RAN Intelligent Controller (RIC) architecture
enabling plug-in “xApps/rApps” for automated radio
optimisation [26], [27]. This effectively introduces
specialised RAN agents into live networks today,
demonstrating practical agent-based automation.
This offers a foundation in the RAN domain to build
on by higher-layer agents. The Al-RAN Alliance
has a dedicated “Agentic Al Task Group” which
aims to address autonomous network decision-
making, self-optimising network operations, Al
agent orchestration frameworks and intent-based
network management [28].

The Linux Foundation hosts relevant working
groups and open projects: for example, the
Agentic Al Foundation (AAIF) backed e.g. by
Google, Microsoft, AWS and OpenAl establishes
open standards and interoperability protocols for
multi-agent environments. The Linux Foundation
is the home of the foundational Agent-to-Agent
Protocol (A2A) as contributed by Google and Agent
Communication Protocol (ACP) from IBM [29]. Within
AAIF, the important Model Context Protocol
(MCP) Working Group standardises how Al agents
dynamically discover and consume automation tools,
telecom telemetry and APIs without continuous code
refactoring [30]-[32]. The LF project AGNTCY has
work in progress on inter-agent discovery, secure
messaging, identity, and tracing [34].

The CAMARA project defines how to expose 3GPP
network capabilities as APIs that Al agents can
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discover and manipulate [35]. LF project Nephio
uses Kubernetes-based intent-driven GitOps to act as
a crucial safety execution layer for Al agents, so they
do not cause network outages [36]. LF project Sylva
provides the standardised , cloud-native telecom
infrastructure needed to run resource-intensive
Al workloads, specifically localised small language
model reasoning engines [37]. LF Edge standardises
the bare-metal and containerised environments
hosting distributed edge Al agents [38].

Other forums are acknowledging agentic Al's
importance. GSMA’s 6G Taskforce published a
white paper on “Al Agents & Agentic Protocols” in
early 2026, highlighting major gaps and enumerating
requirements for telecom-grade multi-agent systems
(like goal-driven agent protocols, specialised
semantics, and trust tools) [39]. ITU’s Focus Group
on Autonomous Networks (within ITU-T SG13, [40])
has started aggregating these industry insights to
advise on pre-6G frameworks; though still nascent,
it drives alignment among regional SDOs.

The IRTF's NMRG (Internet Research Task Force
- Network Management Research Group) has
effectively become the primary incubator for routing-
plane and management-plane Agentic Al standards
for the internet. In early 2026, several Internet-Drafts
were introduced to specifically formalise how Al
agents communicate leveraging A2A (e.g. a controller
agent to a device agent sitting on a network element),
how protocol interoperability and tool bridging
can be achieved for agents interacting with legacy
southbound network element interfaces [53]-[58].

In IETF, work is emerging on a trust framework,
as autonomous agents cannot be allowed to
operate anonymously. [ETF is exploring extensions
to cryptographic identity protocols (like OAuth,
SPIFFE/SPIRE, or decentralised identifiers, see W3C)
specifically for Al entities. IETF is also addressing how
agent-to-tool protocols (like MCP) can be reliably
layered over existing internet substrates (like TLS/
WebSockets/HTTP3) in carrier-grade infrastructure.
In June 2026, IETF approved a BoF request titled
‘Agent Communication Protocols’, which may result
in a new working group with potential focus on
agent-to-agent protocol, session protocols for Al
agents and human-in-the-loop interactions [41]-[51].

While the W3C does not standardise telecom network
architecture per se, its foundational standards are
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critical for driving Autonomous Networks Level 4
(e.g. [61]-[66]). W3C's Semantic Web (SOSA/SSN)
and Web of Things (WoT) frameworks provide
unified ontologies needed for cross-domain intent
processing, while its Verifiable Credentials (VC) [68]
and Decentralised Identifiers (DID) [67] standards
provide an automated, cryptographic trust framework
intended for autonomous Al agents to negotiate and
execute closed-loop actions safely.

While the Broadband Forum (BBF) is not directly
relevant for mobile networks, parts of the mobile
networks industry may benefit from a degree of
alignment between mobile and fixed networks (e.g.
converged service providers and vendors supporting
both types of access networks). BBF has outlined a
blueprinting roadmap for Agentic Al and Al Agents
in the fixed access domain [59]. BBF finalised Phase
1 of this initiative by publishing a formal vision
marketing report outlining the blueprint of an Al-
powered internet [60]. This document established
how Al agents will deliver intelligent user support
and power self-optimising, self-healing networks.
The working texts WT-536 and WT-537 represent
ongoing Phase 2 work to standardise the integration
of artificial intelligence (Al) into broadband networks.
WT-537 specifically addresses the requirements,
architecture, and behaviour of Al agents within the
telecom infrastructure and appears therefore most
relevant for the context of this report.

Because of this plethora of efforts, there is a degree
of risk of fragmentation and partial duplication. We
advocate for ‘cross-silo awareness’, open-mindedness,
and the need to converge on unifying standards
and open-source frameworks for the sake of scale
and cost benefits.

Potential shortfalls, gaps and blind spots

We highlight potential gaps, issues and blind spots
which, if confirmed, could be addressed by relevant
organisations to meet the needs of network operators.

A) Fragmentation across organisations.

Despite encouraging progress, initiatives often
remain siloed within each SDO or consortium,
lacking a unifying end-to-end view from a service
provider perspective. This is possibly a result of
community dynamics and the sheer complexity of
today’s networks. This makes the compilation of
a coherent end-to-end framework from a mobile
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network operators’ perspective more difficult.
Examples: 3GPP’s autonomy levels focus on network
management architecture, but they appear to stop
at domain boundaries and seem to so far assume
human oversight in cross-domain scenarios. TM
Forum'’s comprehensive blueprint is not yet fully
mapped to each domain’s specifics and for now this is
left to vendors for actual solutions. ETSI ZSM focuses
on closed-loop patterns but, maybe intentionally,
doesn't prescribe yet how intelligent agents should
be structured or interact beyond functional blocks,
possibly leaving an implementation gap. GSMA's
cross-industry view on agentic Al is very valuable
but so far stops short of creating actionable specs
in this area. IETF's work on agentic Al is largely only
emerging now but needs to be aware of important
work in TM Forum, 3GPP, Linux Foundation and
W3C. Finally, some friction may exist for work on
agent-to-agent protocols (e.g. A2A [29] in Linux
Foundation, A2A-T [8] in TM Forum, corresponding
work in LF AGNTCY). While they approach the problem
from different industries, they are all potentially
independently building schemas, specifications,
and protocols to handle agent capabilities, agent
skills discovery, and intent translation. Above is
not criticism, instead reflects how the authors
perceive the overall landscape. We promote more
harmonisation and collaboration in this area. Using
foreseen extension mechanisms (as A2A-T does with
A2A) helps in this respect.

B) Limited focus on multi-vendor
interoperability and agent coordination
across domains.

Current initiatives primarily address automation
within a domain or system, but operators need
coordinated autonomy across RAN, transport, core,
cloud infrastructure and services. The lack of a
widely adopted, telecom-ready industry-wide agent
communication protocol is a major gap. The few
emerging proposals (A2A as in Linux Foundation, TM
Forum'’s version A2A-T, and others) are not yet unified.
Without interoperable agent communication and
shared semantics, true multi-vendor autonomy may
well be impossible. We advocate for extensible agent
interfaces (to agents and tools) that allow plug-and-
play of Al “agent apps” across networks, and robust
inter-agent protocols that support structured intent-
sharing, negotiation and task delegation together with
predictability and semantic grounding, as required
for telecom operations. A single widely adopted
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approach fit for telecom purposes is desirable to
produce scale and cost benefits.

C) Lack of standards for agent knowledge-
and context-sharing mechanisms.

Little standardisation appears to exist for how
agents in different systems share situational
context or “world models” (in contrast to what to
share for agent understanding, see D). For example,
3GPP’s management standards specify telemetry
collection functions like NWDAF, but do not define
how an Al agent would consume that data, integrate
external knowledge repositories or consume insights
from digital twins to enhance its own knowledge
and context and share with another agent where
appropriate. TM Forum’s Al Data Architecture guide
(e.g.,1G1356 [3]) highlights the need for modern data
fabrics and knowledge graphs but remain advisory
frameworks, not yet widely adopted specifications.
This potential gap risks agents in different domains
working at cross purposes due to inconsistent
situational awareness.

D) Incomplete information modelling
for networks.

It appears there is no sufficiently unified
information architecture to ensure agents across
0SS, RAN, Core, etc., interpret data and context
consistently. Today's standards provide conflicting
or incomplete data models - e.g., 3GPP’s network
management models vs. TM Forum’s Information
Framework/SID can diverge on naming and scope;
vendors have their own closed-source vendor
schemas. Without harmonisation, common
ontologies enabling knowledge graphs/reasoning
graphs and an Al-friendly data fabric, an agentin one
domain cannot fully understand metrics or events
from another, limiting cross-domain intelligence.
Distributed knowledge should be consistent as it
is used for reliably ‘grounding’ telco Al. TM Forum's
“Data Architecture for Al-Enabled Operations” [3]
guide notes that telecom data is heavily siloed and
heterogeneous, urging adoption of a common
ontology. We advocate for cross-SDO alignment
and shared ontologies.

E) Lack of end-to-end security, identity
and trust for autonomous functions.

Beyond general IT security measures, present
frameworks seem not to define in great detail how
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to handle unique agentic Al security risks like prompt
injections, malicious or errant agents, or novel failure
modes in multi-agent systems. Further, the authors
understand there is no standardised framework yet
to manage agent identity, authorisation, and safe
operation across domains. Mobile networks cannot
cede control to Al without absolute clarity what
each agent is allowed to do, and how its decisions
are monitored. Network operators will benefit
from an architecture for agent safeguards with
runtime oversight, kill-switches, rigorous testing
regimes and agent maturation/graduation lifecycle
schemes (from low-trust/canary deployments to
high-trust operational modes) - none of which
seem to be fully covered by current standards. TM
Forum'’s guide on Agentic Security (GB1087) [2]
acknowledges this situation and TM Forum 1G1463
Security Considerations for Agentic Al in Autonomous
Networks [9] lists several Agentic Al security risks.
We advocate for the creation of a Zero-Trust Agent
Ecosystem, including standards to define how
agents prove identity, get “licensed” for network
actions, demonstrate their growing maturity, log
decisions for audit, and gracefully hand control back
to humans when necessary.

F) Limited focus on the human-machine
interface and operational integration.

Standards typically assume that if autonomy is
high, human involvement is minimal, but network
operators need clarity on how humans remain in
or on the loop for oversight and exceptions. Efforts
by TM Forum and 3GPP to define human “intent”
interfaces are essential, but beyond that, frameworks
do not deeply address how human network engineers
receive escalations from agents, validate, override,
or tune agent decisions at runtime. Without clear
guidance, operators might develop ad-hoc solutions,
risking inconsistent safety practices. TM Forum has
begun specifying new operational roles and processes
for autonomous networks, but other organisations
have yet to incorporate how human oversight and
safety guardrails will be managed across agentic
Al-driven systems.

G) Lack of operator-friendly governance and
lifecycle tools.

The industry still lacks detailed frameworks for
governing autonomous Al agents across their lifecycle
and for meeting regulatory requirements. Network
operators need confidence that they can rigorously

NGMN



manage Al/ML models and Al agents - from model
validation, agent certification and testing through
to continuous agent updates, moving agents after
a qualification period to a higher, more responsible
mode of operation (via a graduation scheme),
continuous agent assurance and performance
management. TM Forum'’s Al Native Blueprint project
[15] touches on concepts like agent onboarding,
sandbox testing, and drift handling, but other SDOs
have been mostly silent. In addition, standardisation
blind spots seem to exist related to auditability
and explainability of agent decisions. To close this
perceived gap, we advocate for the development
of cross-industry best practices and/or dedicated
workstreams.

H) Under-addressed economic and
organisational readiness.

While technology groups focus on architecture,
few have formal guidance on the required telco
organisational changes (except TM Forum'’s
emerging work on AN governance capabilities)
and cost management support frameworks (e.g.
metrics and measurement functions for agent token
consumption, cost prediction for LLM usage and
related real-time cost controls, which overall might
be termed ‘tokenomics’ [73]-[77]). The risk is that
even if technical enablers mature, network operators
might struggle to operationalise them optimally and
economically without sufficient guidance.

Many of above potential or perceived gaps and blind
spots are covered through items in our reference
framework.
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by leading international mobile network operators
(MNOs). As a global alliance of operators, vendors,
and academia, NGMN provides industry guidance
to enable innovative, sustainable and affordable
next-generation mobile network infrastructure.

Key focus areas include Mastering the Route to
Disaggregation, Green Future Networks, and
6G, while supporting the full implementation of
5G. NGMN drives global alignment of technology
standards, fosters collaboration with industry
organisations and ensures efficient, project-driven
processes to address the evolving demands of the
telecommunications ecosystem.
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VISION

The vision of NGMN is to provide impactful industry
guidance to achieve innovative, sustainable and
affordable mobile telecommunication services to
meet the requirements of operators and address
the demands and expectations of end users.
Key focus areas include Mastering the Route to
Disaggregation, Green Future Networks and 6G,
while supporting the full implementation of 5G.

MISSION
The mission of NGMN is:

+ To evaluate and drive technology evolution
towards the three Strategic Focus Topics:

* Mastering to the Route to Disaggregation:

Leading in the development of open,
disaggregated, virtualised and cloud-native
solutions, moving towards agentic Al-based
operating models.

¢ Green Future Networks:

Building sustainable and environmentally
conscious solutions.

* 6G:

Providing guidance and key requirements
for design considerations and network
architecture evolution.

+ To define precise functional and non-functional
requirements for the next generation of mobile
networks.

+ To provide guidance to equipment developers,
standardisation bodies, and collaborative
partners, leading to the implementation of a
cost-effective network evolution.

*+ To serve as a platform for information exchange
within the industry, addressing urgent concerns,
sharing experiences, and learning from
technological challenges.

+ To identify and eliminate obstacles hindering the
successful implementation of appealing mobile
services.
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